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P> Go to https://collaboration.bertelsmann.de/auth/login
and click “Register now”.

TECH&DATA

Welcome to the Bertelsmann Collaboration Platform

v Share your knowledge and engage with like-minded experts.
v/ Join communities and explore new technologies.

v Develop and exchange solutions in a collaborative way.

New to the Bertelsmann Collaboration Platform?

Already registered here on the platform?

Log-in with Okta.

® Need help with the login? Please find instructions here.

= Or contact our support.

Support: bcp-feedback@bertelsmann.de
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} Follow the instructions on the page and click the button
,Open Microsoft Access Package Portal”.

Activate BCP Access Package

We noticed that you are logging in to the BCP via 0365 for the first time.
In order to complete your registration, you need to request access to the
BCP application via the Microsoft Access Package. This process is
automated and only necessary once.

Instructions (please read all steps before executing):

1. Click on the button below to open the Microsoft Access Package Portal in a new tab

2.0n the new tab, fill out the required fields (if any) and click on ,Submit”

3. Wait for 1-2 minutes, and continue your login by entering your 0365 e-mail and password

Support: bcp-feedback@bertelsmann.de
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Anmelden

Information:

It is likely that multi-factor
authentication will be
conducted during this
process.

Support: bcp-feedback@bertelsmann.de
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P> Type in your personal data into the fields on the right and press
Submit (if you are member of the BGroup, there are no fields,
just press Submit). Your request will be processed.

Al
Access packages

Information:
The following message
will appear after submit:

Your request to add 'BCP Access Package X
QA is being processed.

Support: bcp-feedback@bertelsmann.de
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} Close the ,, Access Package” tab and click ,Login with O365“ on the
previous page (which shoud still be open).

Activate BCP Access Package
We noticed that you are logging in to the BCP via 0365 for the first time.
In order to complete your registration, you need to request access to the

BCP application via the Microsoft Access Package. This process is
automated and only necessary once.

Instructions (please read all steps before executing):

1. Click on the button below to open the Microsoft Access Package Portal in a new tab

Information:
2.0n the new tab, fill out the required fields (if any) and click on ,Submit” E———

M——— — The access package
provision takes up

to two minutes and
registration is possible
only after that.

If a login fails, try again
after some time via:

3 el for 1-2 mutas . Sohnin s ooy TR https://collaboration.ber

' tognwmoss telsmann.de/auth/login
I - |

Support: bcp-feedback@bertelsmann.de
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Anmelden

Information:

It is likely that multi-factor
authentication will be
conducted during this
process.

Support: bcp-feedback@bertelsmann.de
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} Accept permissions for the BGroup.

B® Microsoft

Review permissions
B

Bertelsmann I
]

This resource is not shared by Microsoft.

The organization Bertelsmann _

would like to:

v/ Signyouin
\ Read your name, email address, and photo

You should only accept if you trust Bertelsmann SE & Co. KGaA.
By accepting, you allow this organization to access and process
your data to create, control, and administer an account
according to their policies. Bertelsmann

not provided a link to their privacy statement for you to
review. Bertelsmann SE & Co. KGaA may log information about

your access. You can remove these permissions at I f H
S itos ipabns mitsosort oy I nformation:

T This happens for non-

BGroup users only.

Support: bcp-feedback@bertelsmann.de
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More information required

Information:
This happens for non-
BGroup users only.

Support: bcp-feedback@bertelsmann.de
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P> Enter mobile number and click next.

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Authentication phone v

Select your country or region v

Method

® Send meacode by text message

Information:
‘ Next This happens for non-
BGroup users only.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

Support: bcp-feedback@bertelsmann.de



’v‘ Bertelsmann
<4y Collaboration Platform

P> Enter code and click verify.

ou receive the verification code, enter it here

Information:
o This happens for non-
BGroup users only.
©2021 Microsoft Legal | Privacy

Support: bcp-feedback@bertelsmann.de
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P> Enter code and click verify.

B Microsoft

our account by adding phone verification to your password. View video to know how to secure your accoun

Step 2: We've sent a text message to your phone at +49 17| N

Verification successful!

Information:
This happens for non-
BGroup users only.

Support: bcp-feedback@bertelsmann.de
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} AADSTS90072 or AADSTS50105 Error when trying to log in ’.‘
Cause: The access package was not installed successfully.

Solution: Follow the instructions above to register and install the BCP access

package. If you have followed the instructions and still see the error, wait a few
minutes and try again. If the installation of the access package failed, please
contact our support.

Collaboration Platform

BERTELSMANN BERTELSMANN

Anmelden BCP PROD Web Portal Client

Leider k&nnen wir Sie nicht anmelden.

_eider konnen wir Sie nicht anmelden.

AADSTS50105: Your administrator has configured the application BCP PROD Web
Portal Client (NN to block users unless they

AADSTSS0072:lUser account _ from identity provider are specifically granted (‘assigned’) access to the application. The signed in user

' o1/ - _: - - _ is blocked because lhey are not a direct member
https"’ /sts.windows.net/ - (EiOE‘S not exist in of a group with access, nor had access directly assigned by an administrator. Please

|tenant . |and cannot access the application _ contact your administrator to assign access to this application.

I (BCP PROD Web Portal Client) in that tenant. The
account needs to be added as an external user in the tenant first. Sign out and sign
in again with a different Azure Active Directory user account

Support: bcp-feedback@bertelsmann.de



P> 530032 Blocked account

]

Cause: The user in the home tenant is marked "at risk”. The BGroup

tenant blocks "risky” users.

Solution: Contact your local user help desk / Azure Active Directory/Entra
administrator. They need to verify that the user is in fact not at risk and if

that’s the case, dismiss the user risk. (see 2" screenshot below)

Your account is blocked

We've detected suspicious activity on your account.

Sorry, the organization you are trying to access
restricts at-risk users. Please contact your
e

Sign out and sign in with a different account

More details

Can't access your account? Please contact your
local IT provider for help. For self service password
reset go to
https://passwordreset.microsoftonline.com/

Troubleshooting details
If you contact your administrator, send this info to them

Copy info to clipboard

Error Code: 530032

Microsoft Azure
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R Search resources, services, and docs

Home > Contoso - Users flagged for risk > Risky users (Preview)

Risky users (Preview)

@ Leammore 22 Columns Q) Refresh L Download Y= Unselect A Confirm compromised

@ Welcome to the new ‘Risky users' report of the refreshed Azure AD Identity Protection. Please share your feedback when prompted.

W Got feedback?

Name Username Risk state Risk level
Filter by name Filter by UPN 2 selected v 0 selected v

Show dates as: (SNl utc )

NAME USERNAME RISK STATE RISK LEVEL RISK LAST UPDATED 4 sTATUS
v Alain Charon Alain@contoso.com At risk Low 11/2/2018, 7:38:29 AM Active
Details
= Allsign-ins 3= Allrisky sign-ins  {) Reset password 3 Dismiss user risk 4\ Confirm compromised

Basicinfo  Recent risky sign-ins  Risk events not linked to a sign-in  Risk history
User Alain Charon Risk state At risk

Roles User Risk level Low

Username Alzin@contoso.com Details

User ID 372715000 DXXX-4)X00X- 3XXX-XXX 2827 SXXXX Risk last updated 11/2/2018, 7:38:29 AM
Office location

Department

Mobile phone +14255551234

Support: bcp-feedback@bertelsmann.de

Status

Active

Bertelsmann
Collaboration Platform
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1. Open you browser in Inkognito/InPrivate mode
2. Navigate to http://aka.ms/mfasetup
3. Sign in with your BGroup user

4. Setup or change your MFA method

Support: bcp-feedback@bertelsmann.de



